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DOCUMENT-IDENTIFIER: US 6073235 A 

TITLE: Private broadcast communication system and method for private broadcast 
communication over a wired or wireless network 



DEPR: 

In step S1014, the terminal controller 202 determines whether the private 
broadcast communication has completed. For example, the subscriber (or other 
communicating partners) may have issued an explicit command to terminate the 
private broadcast communication through the user interface 216, or, 
alternatively, a preset amount of time has expired without any information 
being transmitted or received. If the private broadcast communication has 
completed, the terminal controller' 202 goes to step S1018; otherwise, the 
terminal controller 202 goes to step S1016. In step S1016, the terminal 
controller 202 continues private broadcast communication and returns to step 
S1014. In step S1018, the terminal controller 202 releases the encryption key 
and channel number to the private broadcasting device 102 by sending a release 
message and goes to step S1020 and ends the process. If an invalidate message 
is received from the private broadcasting device during any of the above 
steps, 

the terminal controller 202 destroys the encryption key (if any) and ends the 
process . 

CCOR: 
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CCXR: 
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380/279 

CCXR: 
713/155 

CCXR: 
713/172 



09/13/2001, EAST Version: 1.02.0008 



DOCUMENT- IDENTIFIER: US 5864667 A 
TITLE: Method for safe communications 



DEPR: 

An optional watchdog circuit can be attached to the private key memory means. 
If a predefined time limit is exceeded without the equipment being used or 
updated from center, then it is assumed that the equipment was lost, and the 
private and/or public key is destroyed . 
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DOCUMENT-IDENTIFIER: US 4278837 A 

TITLE: Crypto microprocessor for executing enciphered programs 
CLPV: 

means for erasing the cipher key in said register means after a 
pre-established 

amount of time of operation of the apparatus has elapsed, thereby enforcing a 
time limit on use of said enciphered program. 
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